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Vulnerability Distribution by Computer

PotentialLowMediumHighComputer/IP

1513799-2K8R2-401

3713839-2K8R2-DC3

14081519-7X64-401A

Vulnerability Listing by Computer

9-2K8R2-401

High

TimestampCVSS

Score

SeverityProductVulnerability Name

2009-10-13-HighWindowsUpdate for Windows Server 2008 R2 x64 Edition (KB974431)

2009-10-13-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB974571)

2009-10-13-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB975467)

2010-01-26-HighWindowsUpdate for Windows Server 2008 R2 x64 Edition (KB977074)

2010-02-09-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB975560)

2010-04-16-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB979309)

2010-04-27-HighWindowsUpdate for Windows Server 2008 R2 x64 Edition (KB980408)

2010-05-11-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB978542)

2010-06-08-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB979482)

2010-06-08-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB982666)
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Vulnerability Listing by Computer
2010-07-13-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2032276)

2010-08-10-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB982799)

2010-09-14-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2347290)

2010-10-12-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB979688)

2010-12-14-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2296011)

2010-12-14-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2305420)

2010-12-14-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2423089)

2010-12-14-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2442962)

2010-12-14-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB979687)

2010-12-14-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB982132)

2011-01-11-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2419640)

2011-02-08-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2425227)

2011-02-28-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2393802)

2011-03-08-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2483614)

2011-04-12-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2506212)

2011-04-12-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2509553)

2011-04-12-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2511455)

2011-05-31-HighWindowsWindows Server 2008 R2 Service Pack 1 for x64-based Systems

(KB976932)

2011-06-14-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2535512)

2011-06-14-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2536275)

2011-08-09-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2536276)

2011-08-09-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2560656)

2011-09-13-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2570947)

2011-10-11-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2564958)

2011-12-13-HighWindowsCumulative Security Update for ActiveX Killbits for Windows Server

2008 R2 x64 Edition (KB2618451)

2011-12-29-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 for x64-based Systems (KB2656355)

2012-01-10-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2584146)
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Vulnerability Listing by Computer
2012-01-10-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2585542)

2012-01-10-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2631813)

2012-01-10-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2644615)

2012-01-24-HighDeveloper Tools, Runtimes,

and Redistributables

Security Update for Microsoft Visual C++ 2008 Service Pack 1

Redistributable Package (KB2538243)

2012-02-14-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2643719)

2012-02-14-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2645640)

2012-02-14-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2654428)

2012-03-13-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2621440)

2012-04-10-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2653956)

2012-05-08-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 for x64-based Systems (KB2604114)

2012-05-08-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2658846)

2012-05-08-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2659262)

2012-05-08-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2676562)

2012-05-08-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2690533)

2012-06-12-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2667402)

2012-06-12-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2685939)

2012-07-10-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2655992)

2012-07-10-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2691442)

2012-10-09-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2743555)

2012-11-13-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 for x64-based Systems (KB2729451)

2012-12-11-HighWindowsUpdate for Windows Server 2008 R2 x64 Edition (KB2779562)

2012-12-11-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2758857)

2012-12-11-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2765809)

2012-12-11-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2770660)

2012-12-20-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2753842)

2013-01-08-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 for x64-based Systems (KB2742598)

2013-01-08-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2769369)

Page: 4 of 19



Vulnerability Status

Vulnerability Listing by Computer

2013-01-08-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2785220)

2013-02-12-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 for x64-based Systems (KB2789644)

2013-02-12-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2790113)

2013-02-12-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2790655)

2013-03-12-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2807986)

2013-04-09-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2808735)

2013-04-09-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2813170)

2014-03-138HighN/AOVAL:22538: A router or firewall allows source routed packets from

arbitrary hosts (CVE-1999-0510)

A router or firewall allows source routed packets from arbitrary hosts.

2014-10-14-HighASP.NET Web and Data

Frameworks

Security Update for Microsoft ASP.NET MVC 4.0 (KB2993928)

2015-04-03-HighFirefoxMozilla Firefox 37.0.1

2015-04-14-HighWindowsWindows Malicious Software Removal Tool x64 - April 2015

(KB890830)

2015-04-14-HighGoogle ChromeGoogle Chrome 42.0.2311.90 - Stable channel - System level install

N/A-HighWindows FirewallFirewall is disabled: Windows Firewall

N/A-HighN/ANo supported antivirus product found on this machine!

N/A-HighN/ANo supported antispyware product found on this machine!

Medium

TimestampCVSS

Score

SeverityProductVulnerability Name

2010-12-14-MediumWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2387149)

2011-06-284MediumMicrosoft Internet Explorer

7,Microsoft Internet Explorer

8

OVAL:12829: Microsoft Internet Explorer 'AddFavorite' Method Denial

of Service Vulnerability

Stack-based buffer overflow in the AddFavorite method in Microsoft Internet Explorer allows remote attackers to cause a denial of service

(application crash) and possibly have unspecified other impact via a long URL in the first argument.

2011-06-284MediumMicrosoft Internet Explorer

6,Microsoft Internet Explorer

7,Microsoft Internet Explorer

8

OVAL:12817: Microsoft Internet Explorer 6 through 8 spoofing

vulnerability

Microsoft Internet Explorer 6 through 8 allows remote attackers to spoof the address bar, via window.open with a relative URI, to show an arbitrary

URL on the web site visited by the victim, as demonstrated by a visit to an attacker-controlled web page, which triggers a spoofed login form for the

site containing that page.

2011-06-284MediumMicrosoft Internet Explorer 8OVAL:12638: Microsoft Internet Explorer cross-site scripting (XSS)

vulnerability
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Vulnerability Listing by Computer
2011-06-284MediumMicrosoft Internet Explorer 8OVAL:12638: Microsoft Internet Explorer cross-site scripting (XSS)

vulnerability

The XSS Filter in Microsoft Internet Explorer 8 does not properly perform neutering for the SCRIPT tag, which allows remote attackers to conduct

cross-site scripting (XSS) attacks against web sites that have no inherent XSS vulnerabilities, a different issue than CVE-2009-4074.

2011-06-285MediumMicrosoft Internet Explorer

6,Microsoft Internet Explorer

7,Microsoft Internet Explorer

8

OVAL:12355: Microsoft Internet Explorer PDF Printing Information

Disclosure

The printing functionality in Microsoft Internet Explorer 8 allows remote attackers to discover a local pathname, and possibly a local username, by

reading the dc:title element of a PDF document that was generated from a local web page.

2012-07-10-MediumWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2698365)

2012-08-14-MediumWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2712808)

2012-10-09-MediumWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2705219)

2012-11-13-MediumWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2719033)

2013-01-08-MediumWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2757638)

2013-04-09-MediumWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2813347)

2013-04-23-MediumWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2840149)

2015-02-137MediumMicrosoft Internet Explorer

8,Microsoft Internet Explorer

9

OVAL:28548: Internet Explorer use-after-free vulnerability - CVE-2014-

8967 (MS15-009)

Use-after-free vulnerability in Microsoft Internet Explorer allows remote attackers to execute arbitrary code via a crafted HTML document in

conjunction with a Cascading Style Sheets (CSS) token sequence specifying the run-in value for the display property, leading to improper CElement

reference counting.

Low

TimestampCVSS

Score

SeverityProductVulnerability Name

2007-01-31-LowN/AService running: HTTP

If this is not an web server, the HTTP service is most likely unnecessary.

2010-01-12-LowWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB972270)

2011-06-14-LowWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2544893)

2011-11-08-LowWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2620704)

2012-11-13-LowWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2706045)

Potential

TimestampCVSS

Score

SeverityProductVulnerability Name

N/A-PotentialN/AAdministrator account exists

It is recommended to rename this account
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Vulnerability Listing by Computer

9-2K8R2-DC3

High

TimestampCVSS

Score

SeverityProductVulnerability Name

2009-10-13-HighWindowsUpdate for Windows Server 2008 R2 x64 Edition (KB974431)

2009-10-13-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB974571)

2009-10-13-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB975467)

2010-01-26-HighWindowsUpdate for Windows Server 2008 R2 x64 Edition (KB977074)

2010-02-09-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB975560)

2010-04-16-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB979309)

2010-04-27-HighWindowsUpdate for Windows Server 2008 R2 x64 Edition (KB980408)

2010-05-11-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB978542)

2010-06-08-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB979482)

2010-06-08-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB982666)

2010-07-13-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2032276)

2010-08-10-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB982799)

2010-09-14-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2347290)

2010-10-12-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB979688)

2010-12-14-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2207559)

2010-12-14-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2296011)

2010-12-14-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2305420)

2010-12-14-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2423089)

2010-12-14-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2442962)

2010-12-14-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB979687)
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Vulnerability Listing by Computer
2010-12-14-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB982132)

2011-01-11-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2419640)

2011-02-08-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2425227)

2011-02-28-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2393802)

2011-03-08-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2483614)

2011-04-12-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2506212)

2011-04-12-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2509553)

2011-04-12-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2511455)

2011-05-31-HighWindowsWindows Server 2008 R2 Service Pack 1 for x64-based Systems

(KB976932)

2011-06-14-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2535512)

2011-06-14-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2536275)

2011-08-09-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2536276)

2011-08-09-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2560656)

2011-09-13-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2570947)

2011-10-11-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2564958)

2011-12-13-HighWindowsCumulative Security Update for ActiveX Killbits for Windows Server

2008 R2 x64 Edition (KB2618451)

2011-12-29-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 for x64-based Systems (KB2656355)

2012-01-10-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2584146)

2012-01-10-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2585542)

2012-01-10-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2631813)

2012-01-10-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2644615)

2012-01-24-HighDeveloper Tools, Runtimes,

and Redistributables

Security Update for Microsoft Visual C++ 2008 Service Pack 1

Redistributable Package (KB2538243)

2012-02-14-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2643719)

2012-02-14-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2645640)

2012-02-14-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2654428)

2012-03-13-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2621440)

2012-03-13-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2647170)
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Vulnerability Listing by Computer

2012-04-10-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2653956)

2012-05-08-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 for x64-based Systems (KB2604114)

2012-05-08-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2658846)

2012-05-08-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2659262)

2012-05-08-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2676562)

2012-05-08-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2690533)

2012-06-12-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2667402)

2012-06-12-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2685939)

2012-07-10-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2655992)

2012-07-10-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2691442)

2012-10-09-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2743555)

2012-11-13-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 for x64-based Systems (KB2729451)

2012-12-11-HighWindowsUpdate for Windows Server 2008 R2 x64 Edition (KB2779562)

2012-12-11-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2758857)

2012-12-11-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2765809)

2012-12-11-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2770660)

2012-12-20-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2753842)

2013-01-08-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 for x64-based Systems (KB2736418)

2013-01-08-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 for x64-based Systems (KB2742598)

2013-01-08-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2769369)

2013-01-08-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2785220)

2013-01-22-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 for x64-based Systems (KB2756920)

2013-02-12-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 for x64-based Systems (KB2789644)

2013-02-12-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2790113)

2013-02-12-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2790655)

2013-03-12-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2807986)
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2013-04-09-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2772930)

2013-04-09-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2808735)

2013-04-09-HighWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2813170)

2014-03-138HighN/AOVAL:22538: A router or firewall allows source routed packets from

arbitrary hosts (CVE-1999-0510)

A router or firewall allows source routed packets from arbitrary hosts.

2014-10-14-HighASP.NET Web and Data

Frameworks

Security Update for Microsoft ASP.NET MVC 4.0 (KB2993928)

2015-04-03-HighFirefoxMozilla Firefox 37.0.1

2015-04-14-HighWindowsWindows Malicious Software Removal Tool x64 - April 2015

(KB890830)

N/A-HighWindows FirewallFirewall is disabled: Windows Firewall

N/A-HighN/ANo supported antivirus product found on this machine!

N/A-HighN/ANo supported antispyware product found on this machine!

Medium

TimestampCVSS

Score

SeverityProductVulnerability Name

2010-12-14-MediumWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2387149)

2011-06-284MediumMicrosoft Internet Explorer

7,Microsoft Internet Explorer

8

OVAL:12829: Microsoft Internet Explorer 'AddFavorite' Method Denial

of Service Vulnerability

Stack-based buffer overflow in the AddFavorite method in Microsoft Internet Explorer allows remote attackers to cause a denial of service

(application crash) and possibly have unspecified other impact via a long URL in the first argument.

2011-06-284MediumMicrosoft Internet Explorer

6,Microsoft Internet Explorer

7,Microsoft Internet Explorer

8

OVAL:12817: Microsoft Internet Explorer 6 through 8 spoofing

vulnerability

Microsoft Internet Explorer 6 through 8 allows remote attackers to spoof the address bar, via window.open with a relative URI, to show an arbitrary

URL on the web site visited by the victim, as demonstrated by a visit to an attacker-controlled web page, which triggers a spoofed login form for the

site containing that page.

2011-06-284MediumMicrosoft Internet Explorer 8OVAL:12638: Microsoft Internet Explorer cross-site scripting (XSS)

vulnerability

The XSS Filter in Microsoft Internet Explorer 8 does not properly perform neutering for the SCRIPT tag, which allows remote attackers to conduct

cross-site scripting (XSS) attacks against web sites that have no inherent XSS vulnerabilities, a different issue than CVE-2009-4074.

2011-06-285MediumMicrosoft Internet Explorer

6,Microsoft Internet Explorer

7,Microsoft Internet Explorer

8

OVAL:12355: Microsoft Internet Explorer PDF Printing Information

Disclosure

The printing functionality in Microsoft Internet Explorer 8 allows remote attackers to discover a local pathname, and possibly a local username, by

reading the dc:title element of a PDF document that was generated from a local web page.

2012-07-10-MediumWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2698365)
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2012-08-14-MediumWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2712808)

2012-10-09-MediumWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2705219)

2012-11-13-MediumWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2719033)

2013-01-08-MediumWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2757638)

2013-04-09-MediumWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2813347)

2013-04-23-MediumWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2840149)

2015-02-137MediumMicrosoft Internet Explorer

8,Microsoft Internet Explorer

9

OVAL:28548: Internet Explorer use-after-free vulnerability - CVE-2014-

8967 (MS15-009)

Use-after-free vulnerability in Microsoft Internet Explorer allows remote attackers to execute arbitrary code via a crafted HTML document in

conjunction with a Cascading Style Sheets (CSS) token sequence specifying the run-in value for the display property, leading to improper CElement

reference counting.

Low

TimestampCVSS

Score

SeverityProductVulnerability Name

2007-01-31-LowN/AService running: DNS

If this is not a internet domain name server, the DNS service is most likely unnecessary.

2007-01-31-LowN/AService running: HTTP

If this is not an web server, the HTTP service is most likely unnecessary.

2010-01-12-LowWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB972270)

2011-06-14-LowWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2544893)

2011-11-08-LowWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2620704)

2012-05-08-LowWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 for x64-based Systems (KB2656410)

2012-11-13-LowWindowsSecurity Update for Windows Server 2008 R2 x64 Edition (KB2706045)

Potential

TimestampCVSS

Score

SeverityProductVulnerability Name

N/A-PotentialN/AAdministrator account exists

It is recommended to rename this account

N/A-PotentialN/AUser ds3 never logged on

It is recommended to remove this account if not used

N/A-PotentialN/AUser ds4 never logged on

It is recommended to remove this account if not used
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9-7X64-401A

High

TimestampCVSS

Score

SeverityProductVulnerability Name

2011-04-298HighN/AOVAL:12689: Fax Cover Page Use After Free Vulnerability

Heap-based buffer overflow in the CDrawPoly::Serialize function in fxscover.exe in Microsoft Windows Fax Services Cover Page Editor 5.2 r2 in

Windows XP Professional SP3, Server 2003 R2 Enterprise Edition SP2, and Windows 7 Professional allows remote attackers to execute arbitrary

code via a long record in a Fax Cover Page (.cov) file. NOTE: some of these details are obtained from third party information.

2011-06-21-HighWindowsWindows Internet Explorer 9 for Windows 7 for x64-based Systems

2011-12-29-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 SP1 for x64-based Systems (KB2656356)

2012-01-24-HighDeveloper Tools, Runtimes,

and Redistributables

Security Update for Microsoft Visual C++ 2008 Service Pack 1

Redistributable Package (KB2538243)

2012-05-08-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 SP1 for x64-based Systems (KB2604115)

2012-11-13-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 SP1 for x64-based Systems (KB2729452)

2013-01-08-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 SP1 for x64-based Systems (KB2736422)

2013-01-08-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 SP1 for x64-based Systems (KB2742599)

2013-02-12-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 SP1 for x64-based Systems (KB2789645)

2013-06-11-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2839894)

2013-07-09-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 for x64-based Systems (KB2832414)

2013-07-09-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 SP1 for x64-based Systems (KB2840631)

2013-07-09-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2847927)

2013-08-13-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2803821)

2013-09-10-HighOfficeSecurity Update for Microsoft Office 2013 (KB2810009) 32-Bit Edition

2013-10-08-HighOfficeSecurity Update for Microsoft Office 2013 (KB2817623) 32-Bit Edition
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2013-10-08-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 for x64-based Systems (KB2861191)

2013-10-08-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 SP1 for x64-based Systems (KB2861698)

2013-10-08-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2855844)

2013-10-08-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2862335)

2013-10-08-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2864058)

2013-10-08-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2864202)

2013-10-08-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2868038)

2013-10-08-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2884256)

2013-11-12-HighOfficeSecurity Update for Microsoft Office 2013 (KB2768005) 32-Bit Edition

2013-11-12-HighOfficeSecurity Update for Microsoft Outlook 2013 (KB2837618) 32-Bit Edition

2013-11-12-HighWindowsCumulative Security Update for ActiveX Killbits for Windows 7 for x64-

based Systems (KB2900986)

2013-11-12-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2862152)

2013-11-12-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2868626)

2013-12-10-HighOfficeSecurity Update for Microsoft Lync 2013 (KB2850057) 32-Bit Edition

2013-12-10-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2887069)

2013-12-10-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2892074)

2013-12-10-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2893294)

2014-01-14-HighOfficeSecurity Update for Microsoft Word 2013 (KB2863834) 32-Bit Edition

2014-01-14-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2862330)

2014-02-11-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 SP1 for x64-based Systems (KB2911501)

2014-02-11-HighWindowsSecurity Update for Microsoft .NET Framework 4.5.1 on Windows 7,

Vista, Server 2008, and Server 2008 R2 for x64 (KB2898869)

2014-02-11-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2862973)

2014-02-25-HighOfficeService Pack 1 for Microsoft Office 2013 (KB2850036) 32-Bit Edition

2014-03-138HighN/AOVAL:22538: A router or firewall allows source routed packets from

arbitrary hosts (CVE-1999-0510)

A router or firewall allows source routed packets from arbitrary hosts.

2014-05-13-HighWindowsInternet Explorer 11 for Windows 7 for x64-based Systems
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2014-05-13-HighOfficeSecurity Update for Microsoft Office 2013 (KB2880463) 32-Bit Edition

2014-05-13-HighOfficeSecurity Update for Microsoft Office 2013 (KB2880502) 32-Bit Edition

2014-05-13-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 SP1 for x64-based Systems (KB2931356)

2014-05-13-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2871997)

2014-06-10-HighOfficeSecurity Update for Microsoft Lync 2013 (KB2881013) 32-Bit Edition

2014-06-10-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2939576)

2014-06-10-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2957189)

2014-06-10-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2957503)

2014-06-10-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2957509)

2014-07-08-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2961072)

2014-07-08-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2971850)

2014-07-08-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2972280)

2014-07-08-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2973201)

2014-07-08-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2973351)

2014-08-12-HighWindowsUpdate for Windows 7 for x64-based Systems (KB2981580)

2014-08-12-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 SP1 for x64-based Systems (KB2937610)

2014-08-12-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 SP1 for x64-based Systems (KB2943357)

2014-08-12-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2918614)

2014-08-12-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2976897)

2014-08-12-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2978668)

2014-08-12-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2978742)

2014-08-27-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2993651)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2479943)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2491683)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2506212)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2509553)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2511455)
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2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2532531)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2536275)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2544893)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2560656)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2564958)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2570947)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2579686)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2585542)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2619339)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2620704)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2621440)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2631813)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2653956)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2654428)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2667402)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2676562)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2685939)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2690533)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2698365)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2705219)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2706045)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2712808)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2727528)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2758857)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2770660)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2807986)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2813347)

2014-09-02-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2840149)
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2014-09-09-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 SP1 for x64-based Systems (KB2894844)

2014-09-09-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 SP1 for x64-based Systems (KB2972211)

2014-09-09-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 SP1 for x64-based Systems (KB2973112)

2014-09-09-HighWindowsSecurity Update for Microsoft .NET Framework 4.5, 4.5.1 and 4.5.2 on

Windows 7, Vista, Server 2008, Server 2008 R2 x64 (KB2972216)

2014-10-14-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 SP1 for x64-based Systems (KB2968294)

2014-10-14-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 SP1 for x64-based Systems (KB2972100)

2014-10-14-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 SP1 for x64-based Systems (KB2979570)

2014-10-14-HighWindowsSecurity Update for Microsoft .NET Framework 4.5, 4.5.1 and 4.5.2 on

Windows 7, Vista, Server 2008, Server 2008 R2 x64 (KB2972107)

2014-10-14-HighWindowsSecurity Update for Microsoft .NET Framework 4.5, 4.5.1 and 4.5.2 on

Windows 7, Vista, Server 2008, Server 2008 R2 x64 (KB2979578)

2014-10-14-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2977292)

2014-10-14-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2984972)

2014-11-11-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 SP1 for x64-based Systems (KB2978120)

2014-11-11-HighWindowsSecurity Update for Microsoft .NET Framework 4.5, 4.5.1 and 4.5.2 on

Windows 7, Vista, Server 2008, Server 2008 R2 x64 (KB2978128)

2014-11-11-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB2992611)

2014-11-11-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3003743)

2014-11-11-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3005607)

2014-11-11-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3006226)

2014-11-11-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3010788)

2014-11-18-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3011780)

2014-12-09-HighOfficeSecurity Update for Microsoft Office 2013 (KB2726958) 32-Bit Edition

2015-01-13-HighWindowsMicrosoft .NET Framework 4.5.2 for Windows 7 x64-based Systems

(KB2901983)

2015-01-13-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3019215)

2015-01-13-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3019978)

2015-01-13-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3021674)

2015-01-13-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3022777)
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2015-02-10-HighOfficeSecurity Update for Microsoft Excel 2013 (KB2920753) 32-Bit Edition

2015-02-10-HighOfficeSecurity Update for Microsoft Office 2013 (KB2910941) 32-Bit Edition

2015-02-10-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3000483)

2015-02-10-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3004361)

2015-02-10-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3004375)

2015-02-10-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3031432)

2015-03-10-HighOfficeSecurity Update for Microsoft Office 2013 (KB2956151) 32-Bit Edition

2015-03-10-HighOfficeSecurity Update for Microsoft Word 2013 (KB2956163) 32-Bit Edition

2015-03-10-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3030377)

2015-03-10-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3032323)

2015-03-10-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3033889)

2015-03-10-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3033929)

2015-03-10-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3034344)

2015-03-10-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3035126)

2015-03-10-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3035132)

2015-03-10-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3039066)

2015-04-03-HighFirefoxMozilla Firefox 37.0.1

2015-04-14-HighWindowsWindows Malicious Software Removal Tool x64 - April 2015

(KB890830)

2015-04-14-HighWindowsCumulative Security Update for Internet Explorer 8 for Windows 7 for

x64-based Systems (KB3038314)

2015-04-14-HighWindowsSecurity Update for Microsoft .NET Framework 3.5.1 on Windows 7 and

Windows Server 2008 R2 SP1 for x64-based Systems (KB3037574)

2015-04-14-HighWindowsSecurity Update for Microsoft .NET Framework 4.5 and 4.5.1 on

Windows 7, Vista, Server 2008, Server 2008 R2 x64 (KB2894854)

2015-04-14-HighWindowsSecurity Update for Microsoft .NET Framework 4.5, 4.5.1 and 4.5.2 on

Windows 7, Vista, Server 2008, Server 2008 R2 x64 (KB3037581)

2015-04-14-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3042553)

2015-04-14-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3045685)

2015-04-14-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3045999)

2015-04-14-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3046269)
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2015-04-14-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3046306)

2015-04-14-HighWindowsSecurity Update for Windows 7 for x64-based Systems (KB3046482)

N/A-HighWindows FirewallFirewall is disabled: Windows Firewall

N/A-HighN/ANo supported antivirus product found on this machine!

Medium

TimestampCVSS

Score

SeverityProductVulnerability Name

2011-05-034MediumN/AOVAL:12693: Information disclosure vulnerability in Internet Explorer 8

on Windows 7

Microsoft msxml.dll, as used in Internet Explorer 8 on Windows 7, allows remote attackers to obtain potentially sensitive information about heap

memory addresses via an XML document containing a call to the XSLT generate-id XPath function.  NOTE: this might overlap CVE-2011-1202.

2011-06-284MediumMicrosoft Internet Explorer

7,Microsoft Internet Explorer

8

OVAL:12829: Microsoft Internet Explorer 'AddFavorite' Method Denial

of Service Vulnerability

Stack-based buffer overflow in the AddFavorite method in Microsoft Internet Explorer allows remote attackers to cause a denial of service

(application crash) and possibly have unspecified other impact via a long URL in the first argument.

2011-06-284MediumMicrosoft Internet Explorer

6,Microsoft Internet Explorer

7,Microsoft Internet Explorer

8

OVAL:12817: Microsoft Internet Explorer 6 through 8 spoofing

vulnerability

Microsoft Internet Explorer 6 through 8 allows remote attackers to spoof the address bar, via window.open with a relative URI, to show an arbitrary

URL on the web site visited by the victim, as demonstrated by a visit to an attacker-controlled web page, which triggers a spoofed login form for the

site containing that page.

2011-06-284MediumMicrosoft Internet Explorer 8OVAL:12638: Microsoft Internet Explorer cross-site scripting (XSS)

vulnerability

The XSS Filter in Microsoft Internet Explorer 8 does not properly perform neutering for the SCRIPT tag, which allows remote attackers to conduct

cross-site scripting (XSS) attacks against web sites that have no inherent XSS vulnerabilities, a different issue than CVE-2009-4074.

2011-06-285MediumMicrosoft Internet Explorer

6,Microsoft Internet Explorer

7,Microsoft Internet Explorer

8

OVAL:12355: Microsoft Internet Explorer PDF Printing Information

Disclosure

The printing functionality in Microsoft Internet Explorer 8 allows remote attackers to discover a local pathname, and possibly a local username, by

reading the dc:title element of a PDF document that was generated from a local web page.

2013-06-11-MediumWindowsSecurity Update for Windows 7 for x64-based Systems (KB2813430)

2014-11-11-MediumWindowsSecurity Update for Windows 7 for x64-based Systems (KB2991963)

2015-02-137MediumMicrosoft Internet Explorer

8,Microsoft Internet Explorer

9

OVAL:28548: Internet Explorer use-after-free vulnerability - CVE-2014-

8967 (MS15-009)

Use-after-free vulnerability in Microsoft Internet Explorer allows remote attackers to execute arbitrary code via a crafted HTML document in

conjunction with a Cascading Style Sheets (CSS) token sequence specifying the run-in value for the display property, leading to improper CElement

reference counting.
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Potential

TimestampCVSS

Score

SeverityProductVulnerability Name

N/A-PotentialN/AAdministrator account exists

It is recommended to rename this account

N/A-PotentialN/AOpen port commonly used by Trojans: UDP 44767

N/A-PotentialN/AOpen port commonly used by Trojans: UDP 49698

N/A-PotentialN/AOpen port commonly used by Trojans: UDP 6666

N/A-PotentialN/AOpen port commonly used by Trojans: UDP 10100

N/A-PotentialN/AOpen port commonly used by Trojans: UDP 31791

N/A-PotentialN/AOpen port commonly used by Trojans: UDP 18753

N/A-PotentialN/AOpen port commonly used by Trojans: UDP 12623

N/A-PotentialN/AOpen port commonly used by Trojans: UDP 12345

N/A-PotentialN/AOpen port commonly used by Trojans: UDP 1116

N/A-PotentialN/AOpen port commonly used by Trojans: UDP 16514

N/A-PotentialN/AOpen port commonly used by Trojans: UDP 15845

N/A-PotentialN/AOpen port commonly used by Trojans: UDP 2339

N/A-PotentialN/AOpen port commonly used by Trojans: UDP 8489
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